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The Gibraltar Gambling Commissioner (GGC) has reached a regulatory settlement with a
Gibraltar-licensed B2C operator, whereby the operator will pay £100,000 in lieu of any
financial penalty that may otherwise have been imposed following enforcement action.

The settlement relates to a failure to implement effective sanctions screening systems and
controls; a failure which was identified as part of a wider thematic review of the sector's
compliance with sanctions screening obligations. For the avoidance of doubt, there have been
no substantive breaches of the Sanctions Act in respect of individual customers. This has been
confirmed following the comprehensive re-screening of the operator’s customer database.

Whilst the GGC considers that the use of gambling operators for the facilitation of sanctions
breaches is assessed as a comparatively lower risk relative to other obliged sectors, all
gambling B2C operators, as obliged entities, are required to screen their customer databases
in order to identify individuals who may be subject to financial or other sanctions.

Most operators do this through the use of automated technology supplied by third-party
providers, who may also offer customer identification and verification services. Some
operators utilise more than one system in order to achieve effective screening outcomes.

The operator in question was primarily reliant on a single third-party supplier. Whilst a
contractual relationship existed between the operator and the supplier, it remains the
responsibility of the operator to ensure that sanctions screening systems are appropriately
configured and operate effectively.

A number of wider sectoral learning points have emerged from the facts of the case:

e Configuration issues existed within the relevant regulatory technology from the
outset, with an over-reliance placed on the third party’s expertise;

¢ No audit trail or record was maintained in relation to configuration issues (including,
in this instance, a configuration rule which resulted in the suppression of date of birth
data);

e Atthetime, the operator considered the supplier’s screening solution to be regulatory
compliant, based on multiple regulatory audits with no findings related to the
suppression of date-of-birth data. As a result, implementation of a replacement
system, although identified and commissioned to meet evolving regulatory



expectations and strengthen governance, had not been prioritised prior to the
Gibraltar Gambling Commission assessment.

¢ Insufficient prioritisation was given to improving sanctions screening processes within
the wider positive compliance roadmap;

e Weaknesses in governance and coordination were identified in this area (at different
organisational levels, including up to Audit Committee level). The failures identified
were primarily acts of omission rather than commission;

e A prolonged period of sub-optimal system performance persisted until third-party
testing was undertaken in June 2025.

The operator has fully cooperated in this matter, including commissioning an internal audit
report which was subsequently shared with the GGC.

The operator is considered fit and proper to continue to hold a licence in Gibraltar.

Other operators were considered for enforcement action; however, in the case of two
additional operators whose primary systems performed poorly, a secondary system had been
deployed which performed to a higher standard. In those cases, an enhanced compliance and

remediation approach was adopted.

The GGC will be issuing more detailed findings from the Thematic review in due course and
will be engaging in an industry outreach event.
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